
















































































INFORMATION
TECHNOLOGY

Information Security

Scott Studham, Vice President for IT & CIO
Brian Dahlin, Chief Information Security Officer

UNIVERSITY OF MINNESOTA

Driven to Discover+
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I I @ UI\/H\I INFORMATION SECURITY PRESENTATIONS THIS YEAR WITH

THE AUDIT SUBCOMMITTEE

September - Information Security Primer
 What Motivates the Hacker

 Awareness of Peer Institutions

 Review Recent Examples (Target, Higher Ed)

December - Information Security Program at UMN
 Overview of Information Security Program & Status
 Policy Standards & Risk Assessments

May - Risk Profile Discussion

* Debrief from Vendor on External Security Review
* Discussion about Recommendations
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WHAT MOTIVATES AN ADVERSARY?

National Interest

Corporate/
Personal Gain

Personal Fame

Curiosity

ﬁ Amateur Hobbyist Expert Specialist

Error Hacker
30 of 70



IT@ UMN NEVER UNDERESTIMATE THE MOTIVATION, PATIENCE, AND
CREATIVITY OF AN ADVERSARY!

Adversaries:

* Play strength to weakness

* Develop surprising partners
* Have norules
« See offense as a systems challenge

« Attack against a defense that is naive,
arrogant, unbalanced and fragmented

31 of 70



I T@ U M N VOCABULARY

Security Incident — When the security of an information system, service, or
network could have resulted in a breach of private data. An information
security policy may have been violated or a safeguard may have failed.

Breach — The unauthorized acquisition, access, use, or disclosure of data
maintained by the University, which compromises the security and privacy of
the data.

Investigation - The process of collecting additional information on a security
incident to determine if additional actions (such as whether a breach
notification is required) are needed.

Record — The data set related to one individual.
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IT@ UMN AVERAGE UMN INCIDENTS BY ADVERSARY TYPE

Average # of Information Security Incidents per Month:
1,190
In FY13, we had 29 Breaches resulting in the loss of 3,836 records
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IT@ UMN WE CLOSELY TRACK PEER INSTITUTIONS

University of Nebraska June 2012
University of North Carolina May 2012
Arizona State University January 2012
NW Florida State College October 2012
Indiana University February 2014
University of Maryland February 2014
North Dakota University System March 2014

654,000
350,000
300,000
279,000
146,000
287,580
291,465

2.3 MILLION SINCE 2012

AND COUNTING....

Source: Privacy Rights Clearinghouse
www.privacyrights.org
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IT@UNN

LET’S REVIEW SOME RECENT EXAMPLES...

Target

University of Maryland

IRS Fraud at Big1l0 Schools

UMN Examples

— Errors

— Amateur

— Advanced Persistent Threat (Expert)
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IT@UNN

WHAT HAPPENED AT TARGET?

A Target HVAC vendor was spear phished
« Zeus (a common malware) was used to steal passwords

« With those passwords, attackers gained access to the Point of Sale
network

« Attackers installed a simple memory scraper
» Adversary Type: Expert

« These simple steps led to a breach of:

— 40 million credit cards
— 70 million records of personal information
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IT@UNN

WHAT HAPPENED AT THE UNIVERSITY OF MARYLAND?

« Attacker compromised the digital identity system (LDAP directory)
 Passwords of several IT staff were reset

» Attacker used compromised IT staff credentials to access a
database

 Entire attack and theft took less than 30 minutes
» Adversary Type: Expert

« Database contained 300,000 records including student and
staff:

— Names
— Social security numbers
— Date of births

37 of 70



IT@UNN

IRS FRAUD AT BIG TEN SCHOOLS

About half the Big Ten Universities have had users hit with false IRS
claims cyber attack (criminal submitting false tax returns):

* One university had more than 200 false claims
« Allit takes a SSN and a roughly correct spelling of the name

« Tax refunds below a certain threshold are paid prior to review by the
IRS
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IT@UNN o
UMN EXAMPLE: w

Stolen Hard Drive

« A faculty member’s laptop and external hard drive were stolen from an unlocked
location:

« Contained a primary copy of highly-sensitive criminal / victim information from
Hennepin and Ramsey counties

« External Hard Drive provided a back-up copy
 Both devices were stored in same location
 Resulted in breach notifications to 349 individuals

Webserver Posting
- Data were inadvertently posted on a webserver

« Data contained 430 records of names, address, phone number, and social security
numbers

Email Sending Mistake

« Advisor mistakenly emailed an attachment to 53 graduating seniors containing 448
degree candidates

« Personal information included: name, ID, GPA, major, advisor and email address
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I T@UMN

Amatel:j
UMN EXAMPLE:

System Administrator Spamming

« A system admin’s credentials were stolen while wirelessly checking email on a mobile
device:

* Incident was reported to Information Security when he could not access his
account

« Upon account access, the system admin noticed a high number of sent items
« Compromised email account was being used for email spamming

« Forensics analysis determined that no private information was breached during the
incident
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IT@UNN

THANK Youl!
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BOARD OF REGENTS
DOCKET ITEM SUMMARY

Audit September 11, 2014

AgendaItem: Internal Audit Update

Review Review + Action Action X | Discussion

This is a report required by Board policy.

Presenters: Gail Klatt, Associate Vice President
Purpose & Key Points

To update the Audit Committee on internal audit activities, results, and observations, and assist the
committing in fulfilling its fiduciary responsibilities as defined by Board of Regents Policy: Audit
Committee Charter. Updates include:

e Since our last follow-up at the June 2014 meeting, University departments implemented 23% of
the outstanding recommendations rated as “essential”. This is less than our expected
implementation rate of 40%. Three units fully implemented all their remaining “essential”
recommendations.

e Anupdated control evaluation chart is included for each audit to show progress made on the
“essential” items.

e Sixaudit reports containing three recommendations rated as “essential” were issued in the last
three months.

Background Information

This report is prepared three times per year and is presented to the Audit Committee in
conformance with Board of Regents Policy: Board Operations and Agenda Guidelines.
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Internal Audit Update
University of Minnesota Regents Audit Committee
September 11, 2014

This report includes:

Audit Observations/Information/Status of Critical Measures/Other Items

Status of “Essential” Recommendations & Bar Charts Showing Progress Made
Audit Activity Report

Audit Reports Issued Since June 2014

Details for any of the items in this report are available on request. Individual reports were sent
to the President, Provost, Vice Presidents, and Chancellors about these internal audit issues.

Audit Observations/Information

Status of Critical Measures

As part of our on-going efforts to provide the Audit Committee with critical information in as
concise a format as possible, we have developed the following three charts to present a “snap-
shot” status report on work performed by the Office of Internal Audit.

The first chart, “Essential Recommendation Implementation”, provides our overall assessment
of the success University departments had during the last quarter in implementing our essential
recommendations. Readings in the yellow or red indicate implementation percentages less
than, or significantly less than, our expected University-wide rate of 40%. Detailed information
on this topic, both institution-wide and for each individual unit, is contained in the next section of
this Update Report.

The second chart, entitled “Progress Towards Annual Audit Plan Completion”, is our
assessment of how we are progressing towards completion of the FY 2015 Annual Audit Plan.
Readings less than green could be influenced by a variety of factors (i.e. insufficient staff
resources; increased time spent on non-scheduled audits or investigations).

The final chart, “Time Spent on Investigative Activities”, provides a status report on the amount
of time consumed by investigative activities. Our annual plan provided an estimated budget for
this type of work, and the chart will indicate if we expect that budget to be sufficient. Continued
readings in the yellow or red may result in seeking Audit Committee approval for modifying the
Annual Audit Plan.
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Essential Recommendation Progress Towards Annual Time Spent on
Implementation Audit Plan Completion Investigative Activities

Implementation rates Time spent to date Time spent on
were 23% for the on the FY 2015 investigative activities
period, less than our audit plan is about and special projects is
expected rate of 40%. what was expected about what was
and budgeted for expected and
the year to date. budgeted for the year
One vacant IT to date.

auditor position is in
the process of
being filled.

Other Items

e As part of our continuous improvement efforts the Office of Internal Audit has updated the
format of its audit reports. The Executive Summary is now a document separate from the
main audit report, and report recipients will receive both documents when the report is
issued. We appreciate the guidance provided by University Relations as we developed
these new documents.

e Professional standards require that every five years internal audit organizations receive an
independent review and assessment of their operations and practices to measure
compliance with internal auditing standards. Office of Internal Audit staff are currently in the
midst of performing our internal self-assessment. A team of four external reviewers has
been selected that will conduct the formal quality assurance review, which is scheduled for
February 2015.
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Status of "Essential" Recommendations as of August 29, 2014

# of Essential

# of Essential

Current Quarter Results

Partially Implemented

Not Implemented

Report Date Audit Original Report Control Recommendations Recommendations Remaining o) = T d
i i i i i verall Progress Towards
(P) Indicates a University process audit Rating in the Report From Prior Quarter Implemented | Not Past Past Target Not Past Past Target Implementation*
Target Date Date Target Date Date
Audits > 2 years old (see the following report for details on unresolved issues)
Oct-11 UMD School of Fine Arts Adequate 10 2 1 1 Satisfactory
Nov-11 Intercollegiate Athletics Needs Improvement 5 2 2 Completed
Feb-12 Dentistry - axium System (P) Adequate 14 2 1 1 Satisfactory
Feb-12 University Contract Management (P) Adequate 17 1 1 Completed
Audits < 2 years old; have received prior follow-up
Dec-12 Network Segments Not Managed By OIT Adequate 5 5 3 2 Satisfactory
May-13 Travel & Employee Reimbursements (P) Good 1 1 1 Satisfactory
May-13 UMD - College of Liberal Arts Adequate 6 2 2 Satisfactory
Jun-13 Research Data Storage (P) Adequate 5 2 2 Satisfactory
Dec-13 UMD Information Tech. Systems & Services Good 6 4 3 1 Satisfactory
Jan-14 Department of Chemistry Good 2 1 1 Completed
Feb-14 University-wide Purchasing Process (P) Good 2 2 1 1 Satisfactory
Audits receiving first-time follow-up
Apr-14 UM - Crookston Campus Good 6 6 4 1 1 Satisfactory
Apr-14 CLA East Bank 1 Financial Services Team Good 1 1 1 Satisfactory
May-14 UMD Parking Services Good 1 1 1 Satisfactory
Jun-14 Identity Management Needs Improvement 11 11 6 2 3 Satisfactory
Jun-14 Pa_rking & TransEortation Services Adeguate 10 10 10 Satisfactory
Total: 102 53 12 22 14 4 1
* The following bar charts provide details on progress made towards implementation
"Essential" Recommendation Implementation Trends
Month / Year of Follow-up Report
Sept. 2014 June 2014 Feb. 2014 Sept. 2013 June 2013 Feb. 2013 Sept. 2012 June 2012 Feb. 2012 Average
# of Essential Recommendations Receiving Follow-up 53 34 36 64 56 67 72 89 82 61
# of Recommendations Considered Fully Implemented 12 10 13 30 13 26 16 26 55 22
Implementation Percentage 23% 29% 36% 47% 23% 39% 22% 29% 67% 36%




Current Status of Recommendations Rated as "Essential" That Are Over Two Years Old and Are Not Fully Implemented

Status-Partially

#ofltems 1

axiUm accounts receivable to the general ledger should
be completed monthly. Any errors or reconciling items
should be investigated and corrected timely. Oversight
to ensure completeness and timeliness of
reconciliations should be established. Discrepancies
between the axiUm aging report and the patient detail
accounts should also be investigated. Dentistry should
determine whether any processes (i.e., held payments,
unapplied adjustments, etc.) need to be modified based
upon their findings.

Senior
Audit/ Report | Implemented (P ,
D/atep P or Not (F) Management | Summary of the Issue/Risk Involved Current Comments From Management
Contact
Implemented (N)
UMD School of Fine P William Payne Glensheen should update and expand its inventory According to the interim director of Glensheen, the physical inventory is now
Arts Bilin Tsai records with the ultimate goal of having a complete underway. All prior physical files have been entered into a collections
Oct-11 record of the entire collection. Periodically, the management system. The longer process of identifying the pieces yet to be
presence and location of inventory items should be included throughout the mansion will begin next week.
verified on at least a sample basis.
N William Payne Glensheen management should work with Accounting |Efforts to appraise the collection will commence after the inventory has been
Bilin Tsai Services to develop procedures for reporting the value [completed.
of its collection.
#of ltems 2
P
Dentistry - axiUm Jeff Ogden Dentistry should investigate the $8,642 difference The new custom axiUm AR report and pivot tables, which were designed for
System Leon Assael between axiUm accounts receivable and the general more accurate and efficient calculation of production numbers and verification
Feb-12 ledger. Going forward, the reconciliation between of calibration between axiUm and PS AR is working well.

Starting with April, 2014 AARF forms were and are being completed monthly.
Bad debt is being entered into PS and reported to Mr. David Laden monthly.
Cash is being fully reconciled throughout the month (instead of at the end of
the month) and identified problems are immediately investigated. The
standard is to correct errors by the end of the month; if they are not corrected
they are carried over and an explanation should be given about who is
resolving it. The manager reviews carried forward reconciling items for timely
resolution. Unreconciled items found by the consultant are taking more time
to resolve than we were led to believe and work continues on that front. To
address this situation, our new reconciler, who had other duties, is being
allowed to work on the reconciliation full-time for as long as it takes to clear
the older reconciling items. The manager has not yet performed a full
reconciliation on his own, however, at this time he is able to get the
productivity numbers for PeopleSoft. Closer tracking of refunds has been
accomplished — they are entered into EFS with a CF2. We worked closely
with Central A/R to ensure a smooth year-end reconciliation and closing. We
implemented a desirable new method to track unearned income and refund
liability.

Total: 3




The bar charts shown below are presented to provide pictorial displays of the progress units are making on implementing audit recommendations rated as
"essential". The bar chart included in the original report is shown in the left column, along with updated bar charts showing the previous quarter and the current
status of the "essential" recommendations only (those bars that have red segments). The chart in the center column displays the status as of June 2014, while the
chart on the right represents the current status. Charts are not presented for investigations. Charts for those units having implemented all "essential"
recommendations during the current quarter are shown at the end of this report.

Original Report Evaluation Previous Quarter Evaluation Current Quarter Evaluation
U of MN Duluth - School of Fine Arts (October 2011)

Control Environment Control Environment

Control Environment

Monitoring Monitoring

Monitoring

Information & Communication Information & Communication Information & Communication

Risk Assessment Risk Assessment Risk Assessment

General Controls General Controls General Controls

Cash Receipts Cash Receipts Cash Receipts
Disbursements Disbursements
Payroll 1} Payroll
Inventory Inventory

Information Systems

Disbursements
Payroll

Inventory

Information Systems Information Systems

Hazardous Materials Hazardous Materials Hazardous Materials

Data Security Training Data Security Training

Data Security Training

Desirable Potentie Desirable Potential Desirable Potential
Control Level  Over-Contrc Control Level  Over-Control Control Level  Over-Control

Dentistry - axiUm (February 2012)

Control Environment Control Environment Control Environment

Monitoring Monitoring Monitoring

Information & Communication Information & Communication Information & Communication

Risk Assessment Risk Assessment Risk Assessment

Patient Processes Patient Processes Patient Processes

Financial Processes Financial Processes Financial Processes

System Infrastructure System Infrastructure System Infrastructure

Desirable Potenti Desirable Potenti

De I Potential
Control Level  Over-Contr Contol Level  Over-Contr esirable otential

Control Level ~ Over-Control

[ Adequate Control Significant Control Level [l Critical Control Level Il Potential Over-Control



Original Report Evaluation Previous Quarter Evaluation Current Quarter Evaluation

Network Segments Not Managed By OIT (December 2012)

Control Environment Control Environment Control Environment

Monitoring Monitoring

Monitoring

Information & Communication Information & Communication Information & Communication

Risk Assessment Risk Assessment Risk Assessment

Standards Standards Standards

Desirable Potential

Control Lavel  Over-Control Desirable Potential Desirable Potential

Control Level  Over-Control Control Level  Over-Control

Travel & Employee Expense Reimbursement Process (May 2013)

Control Environment Control Environment Control Environment

Monitoring Monitoring Monitoring

Information & Communication Information & Communication Information & Communication

Risk Assessment Risk Assessment Risk Assessment

Travel & Expense Testing Travel & Expense Testing Travel & Expense Testing

Vendor Payments Vendor Payments Vendor Payments

Cash Advances Cash Advances

Cash Advances

Desirable Potential

Control Level ~ Over-Control Desirable Potential

Control Level  Over-Control Desirable Potential

Control Level  Over-Control

[ Adequate Control Significant Control Level Il Critical Control Level Il Potential Over-Control



Original Report Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

General Controls
Management Issues
Cash Receipts
Disbursements
Payroll

Information Technology

Victus Farm

Desirable Potential
Control Level  Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

Supporting Services

Desirable Potential
Control Level  Over-Control

[ Adequate Control

Significant Control Level

Previous Quarter Evaluation

U of MN Duluth - College of Liberal Arts (May 2013)

Control Environment
Monitoring

Information & Communication
Risk Assessment

General Controls
Management Issues

Cash Receipts
Disbursements

Payroll

Information Technology

Victus Farm

Research Data Storage (June 2013)

Control Environment
Monitoring

Information & Communication
Risk Assessment

Supporting Services

Il Critical Control Level

Current Quarter Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

General Controls
Management Issues

Cash Receipts
Disbursements

Payroll

Information Technology

Victus Farm

Desirable Potential
Control Level ~ Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

Supporting Services

Desirable Potential
Control Level  Over-Control

Il Potential Over-Control



Original Report Evaluation

Previous Quarter Evaluation

Current Quarter Evaluation

U of MN Duluth - Information Technology Systems and Services (December 2013)

Control Environment
Monitoring

Information & Communication
Risk Assessment

Oversight & Financial Activity
Physical Security

Server & Storage Management
System Development

Disaster Recovery Preparation

Workstation Management

Desirable
Control Level

Potential
Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration

Contracts for Prof. Serv.
Price Comparisons

Change Orders

Central Bidding

Purchasing w/o a PO

Targeted Business Groups

Desirable
Control Level

Potential
Over-Control

[ Adequate Control

Significant Control Level

Control Environment
Monitoring

Information & Communication
Risk Assessment

Oversight & Financial Activity
Physical Security

Server & Storage Management
System Development

Disaster Recovery Preparation

Workstation Management

Desirable
Control Level

Potential
Over-Control

University-wide Purchasing Process (February 2014)

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration

Contracts for Prof. Serv.
Price Comparisons

Change Orders

Central Bidding

Purchasing w/o a PO

Targeted Business Groups

Desirable
Control Level

Potential
Over-Control

Il Critical Control Level

Control Environment
Monitoring

Information & Communication
Risk Assessment

Oversight & Financial Activity
Physical Security

Server & Storage Management
System Development

Disaster Recovery Preparation

Workstation Management

Desirable
Control Level

Potential
Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration

Contracts for Prof. Serv.
Price Comparisons

Change Orders

Central Bidding

Purchasing w/o a PO

Targeted Business Groups

Desirable
Control Level

Il Potential Over-Control

Potential
Over-Control



Information & Communication

Original Report Evaluation

Control Environment

Monitoring

Risk Assessment

Revenue /Business Office
Accounts Receivable
Disbursements / Purchasing
Payroll

Facilities Management
Information Technology
Safety

Res Life / Sodexo Contract

NCAA Compliance

Ag and Natural Resources

Desirable Potential

Control Level Over-Control

Previous Quarter Evaluation

UM - Crookston Campus (April 2014)

NO PREVIOUS
CONTROL EVALUATION
CHART

Current Quarter Evaluation

Control Environment
Monitoring

Information & Communication

Risk Assessment
Revenue /Business Office
Accounts Receivable
Disbursements / Purchasing
Payroll

Facilities Management
Information Technology
Safety

Res Life / Sodexo Contract
NCAA Compliance

Ag and Natural Resources

Desirable
Control Level  Over-Control

College of Liberal Arts, East Bank 1 Financial Services Team (April 2014)

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration

Cash Receipts

Sponsored Projects

Payroll

Disbursements/Purchasing

Outside Commitments

Desirable Potential
Over-Control

Control Level

[ Adequate Control

Significant Control Level

NO PREVIOUS
CONTROL EVALUATION
CHART

Il Critical Control Level

Potential

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration

Cash Receipts

Sponsored Projects

Payroll
Disbursements/Purchasing

Outside Commitments

Desirable
Control Level

Il Potential Over-Control

Potential

Over-Control



Original Report Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

General Management Issues
Revenues

Enforcement

Disbursements

Information Technology

Desirable Potential
Control Level Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

Strategy and Requirements

Credential Security

User Access & Administration

Desirable Potential
Control Level  Over-Control

[ Adequate Control

Significant Control Level

Previous Quarter Evaluation

UMD Parking Services (May 2014)

NO PREVIOUS
CONTROL EVALUATION
CHART

Identity Management (June 2014)

NO PREVIOUS
CONTROL EVALUATION
CHART

Il Critical Control Level

Current Quarter Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

General Management Issues
Revenues

Enforcement

Disbursements

Information Technology

Desirable Potential
Control Level Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

Strategy and Requirements

Credential Security

User Access & Administration

Desirable Potential
Control Level  Over-Control

Il Potential Over-Control



Original Report Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration/Operations
Money Room

Contract Parking
Transient/Event Parking
Transit Contracts

Information Systems

[ Adequate Control

Desirable
Control Level

Potential
Over-Control

Previous Quarter Evaluation

Parking and Transportation Services (June 2014)

NO PREVIOUS
CONTROL EVALUATION
CHART

Significant Control Level

Il Critical Control Level

Current Quarter Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment
Administration/Operations
Money Room

Contract Parking
Transient/Event Parking
Transit Contracts

Information Systems

Il Potential Over-Control

Desirable
Control Level

Potential
Over-Control



Units with Charts that Fully Implemented their "Essential" Recommendations During the Past Quarter

Original Report Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

Revenue

HIPAA/Controlled Substances
Contracts

Disbursements

Payroll

Desirable
Control Level

Potential
Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

CFO

Contract Admin Aux Svcs

U Card

Athletics

Energy Management

Desirable Potenti

Control Level Over-Contr

[ Adequate Control

Significant Control Level

Previous Quarter Evaluation

Intercollegiate Athletics (November 2011)

Control Environment
Monitoring

Information & Communication

Risk Assessment
Revenue
HIPAA/Controlled Substances
Contracts
Disbursements

Payroll

Desirable
Control Level

University Contract Management (February 2012)

Potential
Over-Control

Control Environment
Monitoring

Information & Communication
Risk Assessment

CFO

Contract Admin Aux Svcs

U Card
Athletics

Energy Management

Desirable

Control Level

Potentiz

Over-Contrc

Il Critical Control Level

Current Quarter Evaluation

Control Environment
Monitoring

Information & Communication
Risk Assessment

Revenue

HIPAA/Controlled Substances
Contracts

Disbursements

Payroll

Desirable
Control Level

Potential
Over-Control

Control Environment
Monitoring

Information & Communication

Risk Assessment
CFO

Contract Admin Aux Svcs
U Card
Athletics

Energy Management

Desirable
Control Level

Il Potential Over-Control

Potential
Over-Control



Original Report Evaluation Previous Quarter Evaluation Current Quarter Evaluation

Department of Chemistry (January 2014)

Control Environment Control Environment Control Environment

Monitoring Monitoring Monitoring

Information & Communication Information & Communication Information & Communication

Risk Assessment Risk Assessment Risk Assessment

Administration Administration Administration

Sponsored Projects Sponsored Projects Sponsored Projects

ISOs 1SOs ISOs

Payroll Payroll Payroll

Disbursements/Purchasing Disbursements/Purchasing Disbursements/Purchasing

Information Systems

Information Systems Information Systems

Desirable Potential Desirable Potential

Desirable Potential
coDesable e Lental Control Level Over-Control Control Level Over-Control

[ Adequate Control Significant Control Level Il Critical Control Level Il Potential Over-Control



Audit Activity Report

Scheduled Audits

Completed audits of the new U-wide cash depositing process, the vendor file
maintenance process, the U Market procurement process, Minnesota Sea Grant and
Research Animal Resources. Details are shown on the following charts.

Began/continued audits of: University Recreation & Wellness, Hormel Institute, Athletics
Aspire contract, Medical School Duluth campus, new technology due diligence, the
processes being used to develop and implement the University’s grading system
upgrade, physical security of server rooms, top University researchers, Carlson School
of Management and the Clinical Translational Sciences Institute (CTSI).

Continue to monitor ESUP readiness for implementation.

Non-Scheduled Audits

Completed a requested audit of the UMD University for Seniors program. Details are
shown on the following chart.

Continued a requested audit of the St. Anthony Falls Lab NSF Renovation Grant and
issued a draft report to management.

Began a requested audit of the Athletics Baseline Tennis Center

Investigations

Performed investigative work on nine issues in accordance with the University Policy on
Reporting and Addressing Concerns of Misconduct.

Special Projects

Provided consulting services related to University payroll exception testing and Boynton
Health Service accounts receivable reconciling processes.

Participated in RFP reviews for external assessments of HIPAA Security and the
University’s IT data security program.

Other Audit Activities

Participated in the following:

- Senior Leadership Group

- Operational Excellence Leadership Team

- President’s Policy Committee

- Board of Regents Policy Committee

- Executive Compliance Oversight Committee

- Institutional Conflict of Interest Committee

- University of Minnesota Foundation Audit Committee
- Fairview Health Systems Audit Committee

- Enterprise System Upgrade - Human Resource Functional Steering Committee
- Uniform Guidance Steering Committee

- IT Leadership Community of Practice
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Audit Reports Issued Since June 2014

UMD University for Seniors

Control Environment

Monitoring

Information & Communication

Risk Assessment

(®)
D
=
o)
O
(@)
()
=
=3
o
wn

!

Cash Receipts

Purchasing & Disbursements

Registration

Information Technology

Report # 1501 Issue Date Jul-14
# of Essential Recs. 2 Total # of Recs. 10
Overall Assessment Good Adequacy of MAP Satisfactory

University for Seniors is a membership-based organization of persons age 50 and older. Its
purpose is to provide intellectual and cultural stimulation and growth, thus enhancing life
experiences for its members. In our opinion, the operational and financial controls over most
functions within University for Seniors are generally effective; however, improvement is needed
in endowment management.

U-Wide Cash Depositing Process

Control Environment

Monitoring

Information & Communication
Risk Assessment
Administration

Deposit Process

Report # 1502 Issue Date Aug-14
# of Essential Recs. 0 Total # of Recs. 0
Overall Assessment Good Adequacy of MAP NA

Results of the audit work performed show that the Office of Investments and Banking (OIB), in
conjunction with the Treasury Accounting unit within the Controller’'s Office, have developed a
control environment and system of internal control that addresses the major business and
compliance risks governing this process. In addition, we found good University-wide compliance
in the units we tested regarding compliance with this revised process and the accompanying
policies.

mAdeguate Control Significant Control Issue(s) mDCritical Control Issue(s)



Vendor File Maintenance Process

Control Environment

Information & Communication
Risk Assessment
'Vendor File Controls

Report # 1503 Issue Date Aug-14
# of Essential Recs. 0 Total # of Recs. 0
Overall Assessment Good Adequacy of MAP NA

Results of the audit work performed show that the Vendor File Maintenance process has a
control environment and system of internal control that addresses most major business risks.
However, Disbursement Services was provided with a list of possible enhancements they may
wish to consider implementing as additional best practices and to further minimize possible fraud
risks. These include reviewing the approval process currently used for vendor set-ups and
changes, establishing a set timeframe after which vendors with no financial activity should be
moved to an “inactive” status, and improving monitoring activities related to the vendor file.

U Market Procurement Process

Control Environment

Monitoring

Information & Communication
Risk Assessment
Administration

Purchasing Processes
External Customers

Report # 1504 Issue Date Aug-14
# of Essential Recs. 0 Total # of Recs. 14
Overall Assessment Good Adequacy of MAP Satisfactory

U Market is a key component of the University’s strategic sourcing initiative. Implementing U Market
was one of the first significant Operational Excellence initiatives. Results of the audit work performed
show that U Market, a joint effort between the University Controller's Office (Purchasing Services)
and Auxiliary Services (U Market Services) has developed a control environment and system of
internal control that addresses most major business and compliance risks. However, improvement is
needed in areas related to: shipping charges, oversight of the U Market eProcurement system’s
vendor, administrator access rights, the merchandise credit/return process, and controls and
processes pertaining to external customers.

B Adeguate Control Significant Control Issue(s) mDCritical Control Issue(s)



Minnesota Sea Grant
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Report # 1505 Issue Date Aug-14
# of Essential Recs. 1 Total # of Recs. 7
Overall Assessment Good Adequacy of MAP Satisfactory

Minnesota Sea Grant's mission is “To facilitate interaction among the public and scientists to
enhance communities, the environment and economies along Lake Superior and Minnesota's
inland waters by identifying information needs, fostering research, and communicating results.” We
believe Minnesota Sea Grant has developed a control environment and a system of internal control
that addresses most major business, compliance, and information technology risks. However,
improvement is needed in areas pertaining to overtime/compensatory time policies and procedures,
external sales, cash receipts, and inventory.

Research Animal Resources

Control Environment

Monitoring

Information & Communication

Risk Assessment

Administration
Information Systems
Ordering/Billing
Physical Security/Safety

Payroll
Report # 1506 Issue Date Aug-14
# of Essential Recs. 0 Total # of Recs. 10
Overall Assessment Good Adequacy of MAP Satisfactory

The mission of RAR is to provide for the care, health, and well-being of animals used for research
and education at University of Minnesota; to administer to the animal related needs of University
researchers and educators through dissemination of knowledge and resources and; to serve the
public by ensuring observance of all legal and ethical standards pertaining to the use of animals for
research and education at the University of Minnesota. Based on the results of our review we
believe RAR’s processes are well designed and operate effectively to support animal housing at the
University. However, the WDS system that aids in RAR’s ability to be effective lacks some controls
and will not be supported in the near future.

B Adequate Control Significant Control Issue({s) mCritical Control Issue(s)



"7 BOARD OF REGENTS
| DOCKET ITEM SUMMARY

Audit September 11, 2014

Agenda ltem:  Office of Internal Audit Charter: Department Charter

X | Review Review + Action Action Discussion

I:‘ This is a report required by Board policy.
Presenters: Gail Klatt, Associate Vice President

Purpose & Key Points

According to Board of Regents Policy: Audit Committee Charter, the Audit Committee is responsible
for providing oversight of the internal audit function, including reviewing and approving any
changes to the function’s charter. The proposed changes are intended to maintain alignment with
professional standards and guidance.

Background Information

The internal audit charter was last reviewed by the Audit Committee in July 2008.
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UNIVERSITY OF MINNESOTA OFFICE OF

Driven to Discover™ INTERNAL AUDIT

CHARTER

Misson and Scope of Work

The mission of the Office of Internal Audit is to provide independent, objective assurance and
advisory services designed to add value and improve the operations of the University of
Minnesota. It helps the University accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management, control, and
governance processes. It strives to enhance and protect institutional value by providing
stakeholders with risk-based, objective and reliable assurance, advice, and insight.

The scope of work of the Office of Internal Audit is to determine whether the University of
Minnesota’s network of risk management, control, and governance processes, as designed and
represented by management, is adequate and functioning in a manner to ensure:

e Risks are appropriately identified and managed.
¢ Interaction between governance groups occurs as needed

e Important financial, managerial, and operating information is accurate, reliable, and
timely.

o Employees’ actions are in compliance with policies, standards, procedures, and
applicable laws and regulations.

e Resources are acquired economically, used efficiently, and protected adequately.
e Programs, plans, and objectives are achieved.
e Quality and continuous improvement are fostered in the University’s control process.

e Significant legislative or regulatory issues impacting the University are recognized and
addressed appropriately.

The Office of Internal Audit considers risks broadly and includes within its scope all activity
posing financial, operational, technological, regulatory or reputational risk to the University.
Opportunities for improving management control, efficiency and the University’s image may be
identified during audits. They will be communicated to the appropriate level of management.

Accountability

The Director of the Office of Internal Audit, in the discharge of his/her duties, is accountable to
the Board of Regents Audit Committee and the President to:

e Provide assessments on the adequacy and effectiveness of the University’s processes for
controlling its activities and managing its risks in the areas set forth under the mission
and scope of work.
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Report significant issues relating to the processes for controlling University activities
including potential improvements to those processes.

Reporting the acceptance of risk by the administration, as appropriate.
Provide information concerning outstanding issues through their resolution.

Periodically provide information on the status and results of the annual audit plan and
the sufficiency of department resources.

Coordinate efforts with other control and monitoring functions (e.g., compliance,
security, legal environmental, external auditors, etc.).

Independence

To provide for the independence of the Office of Internal Audit, the Board of Regents delegates
directly to the Director of the Office of Internal Audit the authorities necessary to perform the
duties set forth in the mission and scope of work. Additionally, the Director of the Office of
Internal Audit is delegated administrative and operational authorities by the President of the
University._The Office of Internal Audit is to be free from undue influence in the selection of

activities to be examined and the audit techniques and procedures to be used.

Responsibility

The Director and staff of the Office of Internal Audit are responsible for:

Developing a flexible annual audit plan using an appropriate risk based methodology,
including any risks or control concerns identified by management, and submitting that
plan to the audit committee for review and concurrence, as well as providing periodic
updates as to the status of the plan.

Implementing the annual audit plan, as approved, including any special tasks or projects
requested by management and the audit committee.

Maintaining a professional audit staff with sufficient knowledge, skills, experience, and
professional certifications to meet the requirements of this Charter.

e Maintaining an audit quality review program that promotes the continuous

improvement of the internal audit practice including periodic assessment by
independent external resources.

Considering the scope of work of the external auditors and regulators, as appropriate,

for the purpose of providing optimal audit coverage to the University at a reasonable
overall cost.

I[ssuing periodic reports to the audit committee and management summarizing results
of audit activities.

Keeping the audit committee informed of emerging trends and successful practices in
internal auditing.

Conducting investigations of allegations of financial and operational misconduct

Authority

The Director and staff of the Office of Internal Audit are authorized to:
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e Have unrestricted access to all University functions, records, property, and personnel,
subject to state and federal law.

¢ Have full and free access to the audit committee.

e Allocate departmental resources, set frequencies, select subjects, determine scopes of
work, and apply the techniques required to accomplish audit objectives.

¢ Obtain the necessary assistance of personnel in units of the University where they
perform audits, as well as other specialized services from within or outside the
institution.

The Director and staff of the Office of Internal Audit are not authorized to:
e Perform any operational duties for the University.
¢ Initiate or approve accounting transactions external to the Office of Internal Audit.

¢ Direct activities of any University employee not employed by the Office of Internal Audit,
except to the extent such employees have been appropriately assigned to audit teams or
to otherwise assist the internal auditors.

Standards of Audit Practice

The Office of Internal Audit will carry out its responsibilities in accordance with University
policy, state and federal law, and the International Professional Practices Framework. The
Framework requires the mandatory adherence to the definition of internal auditing, the Code o
Ethics and the International Standards for the Professional Practice of Internal Auditing as
promulgated by the Institute of Internal Auditors.

Director of Internal Audit

President

Audit Committee Chair

Dated
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BOARD OF REGENTS
DOCKET ITEM SUMMARY

Audit September 11, 2014

Agendaltem: Consent Report

Review X Review + Action Action Discussion

This is a report required by Board policy.

Presenters: Gail Klatt, Associate Vice President
Michael Volna, Associate Vice President

Purpose & Key Points
To approve non-audit engagements with external audit firms as follows:

e The University’s Health Information Privacy and Compliance Office proposes to engage Deloitte
Consulting, LLP to provide advisory services to the University to demonstrate the University’s
compliance with HIPAA Security requirements and advise the University on areas that may
require further analysis and investigation. The fees and expenses for this engagement are
estimated to be $293,000.

e The University’s Office of the Vice President for University Services proposes engaging Deloitte
Consulting, LLP to provide advisory services to the University’s Enterprise Asset Management
(EAM) project. The EAM project will develop new business processes and systems for
maintaining the University’s physical plant and infrastructure assets. This engagement is for
Phase 1 of the project. Deloitte will provide advice, leading practices, tools, templates, and
recommendations to the University for use in designing a leading practice process model,
collecting high level functional and reporting requirements, and preparation for selecting and
implementing an enterprise EAM solution. The fees and expenses for this engagement are
$1,744,000.

The Controller’s Office has reviewed the scope, deliverables, and Deloitte’s proposed role for these
engagements. Engaging Deloitte for this work would not impair the firm’s independence with
respect to their role as independent external auditor of the University of Minnesota.

Background Information

Approval is sought in compliance with Board of Regents Policy: Audit Committee Charter

President’s Recommendation

The President recommends approval of these Deloitte consulting engagements.
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BOARD OF REGENTS
DOCKET ITEM SUMMARY

Audit September 11, 2014

Agendaltem: Information Items

Review Review + Action Action X | Discussion

This is a report required by Board policy.

Presenters: Gail Klatt, Associate Vice President

Purpose & Key Points

Emergency Approval of Non-Audit Engagement with External Auditors
On August 5, 2014, Chair Beeson, Vice Chair Johnson, and Audit Committee Chair Brod authorized

an emergency approval of an engagement for professional services from an auditing firm as follows:

e The University’s Facilities Management (FM) organization requests approval of a consulting
services engagement with Deloitte Consulting, LLP, to advise FM on interim planning, and
conducting a pilot Business Process Alignment project, in connection with the University’s
Enterprise Asset Management program. This segment of the program is scheduled for five
weeks (August 18 through September 24, 2014). Total fees and expenses are estimated at
$244,000.

The University Controller reviewed the proposed scope of services and statement of work, and
determined that there would be no impairment of Deloitte’s independence with respect to their
audits of the University of Minnesota.

The emergency approval was requested because no Board meetings were scheduled for August,
and approval was needed to ensure that the related projects proceeded uninterrupted. The
approval was consistent with Board of Regents Policy: Board Operations and Agenda Guidelines,
Section II, Subd. 10, which states:

Upon the recommendation of the president, the Board chair, vice chair, and the respective Committee
chair may act on behalf of the Board when delay for Board approval poses a significant health, safety,
or financial risk to the University. Any such emergency approvals will be brought to the next meeting
of the Board, consistent with Board policy.

Background Information
This information item is presented in conformity with Board of Regents Policy: Board Operations

and Agenda Guidelines, and is intended to assist the Board of Regents in fulfilling their responsibility
for oversight of engagements with external audit firms.
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